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loud computing can mean

different things to different

people, and obviously the
privacy and security concerns will
differ between a consumer using a
public cloud application, a
medium-sized enterprise using a
customized suite of business
applications on a cloud platform,
and a government agency with a
private cloud for internal database
sharing (Whitten, 2010). The shift
of each category of user to cloud
systems brings a different package
of benefits and risks.

What remains constant, though,
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is the tangible and intangible value that the user seeks to protect. For an individual, the value
at risk can range from loss of civil liberties to the contents of bank accounts. For a business,
the value runs from core trade secrets to continuity of business operations and public
reputation. Much of this is hard to estimate and translate into standard metrics of value (Lev,
2003) The task in this transition is to compare the opportunities of cloud adoption with the
risks. The benefits of cloud have been discussed elsewhere, to the individual to the enterprise,

and to the government (West, 2010a, 2010b).

This document explores how to think about privacy and security on the cloud. It is not
intended to be a catalog of cloud threats (see ENISA (2009) for an example of rigorous
exploration of the risks of cloud adoption to specific groups). We frame the set of concerns
for the cloud and highlight what is new and what is not. We analyze a set of policy issues that
represent systematic concerns deserving the attention of policy-makers. We argue that the
weak link in security generally is the human factor and surrounding institutions and incentives
matter more than the platform itself. As long as we learn the lessons of past breakdowns,
cloud computing has the potential to generate innovation without sacrificing privacy and
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security (Amoroso, 2006; Benioff, 2009).

Defining Security in the Cloud

If we wish to enable cloud-driven growth and innovation through security, we must
have a clear framing on what is meant by security. Security has been notoriously hard
to define in the general case (Avizienis et al, 2003). The canonical goals of information
security are Confidentiality, Integrity, and Availability. We borrow from NIST to
include Accountability and Assurance, and then add a sixth category of Resilience.
We define these terms below and map them to the cloud context, with a few examples
of how they can be supported by both technical and non-technical mechanisms.

Confidentiality refers to keeping data private. Privacy is of tantamount importance
as data leaves the borders of the organization. Not only must internal secrets and
sensitive personal data be safeguarded, but metadata and transactional data can also
leak important details about firms or individuals. Confidentiality is supported by,
among other things, technical tools such as encryption and access control, as well as
legal protections.

Integrity is a degree confidence that the data in the cloud is what is supposed to be
there, and is protected against accidental or intentional alteration without
authorization. It also extends to the hurdles of synchronizing multiple databases.
Integrity is supported by well audited code, well-designed distributed systems, and
robust access control mechanisms.

Awvailability means being able to use the system as anticipated. Cloud technologies
can increase availability through widespread internet-enabled access, but the client is
dependent on the timely and robust provision of resources. Availability is supported
by capacity building and good architecture by the provider, as well as well-defined
contracts and terms of agreement.

Accountability maps actions in the system to responsible parties. Inside the cloud,
actions must be traced uniquely back to an entity, allowing for integration into
organizational processes, conflict resolution and deterrence of bad behavior.
Accountability is supported by robust identity, authentication and access control, as
well as the ability to log transactions and then, critically, audit these logs.

Assurance refers to the need for a system to behave as expected. In the cloud
context, it is important that the cloud provider provides what the client has specified.
This is not simply a matter of the software and hardware behaving as the client
expects but that the needs of the organization are understood, and that these needs
are accurately translated into information architecture requirements, which are then
faithfully implemented in the cloud system. Assurance is supported by a trusted
computing architecture in the cloud, and a by careful processes mapping from
business case to technical details to legal agreements.

Resilience in a system allows it to cope with security threats, rather than failing
critically. Cloud technology can increase resilience, with a broader base, backup data
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If data are kept in
the cloud, for
example, then a
lost or stolen
laptop is much less
likely to put
sensitive
information at risk.

and systems, and the potential identify threats and dynamically counteract. However,
by shifting critical systems and functions to an outside party, organizations can
aggravate resilience by introducing a single point of failure. Resilience is supported
by redundancy, diversification and real-time forensic capacity.

Threat Vectors - What to Worry About

How does the landscape of threats to security and privacy change as organizations
shift to cloud-based systems, storage and applications? New vectors are introduced,
and old ones can be exploited in new ways. Below we briefly discuss some of the
threats, highlighting what is genuinely different and new in a world of cloud hosting,
what threats are similar to the dominant model of local applications and in-house IT
management but will manifest in different ways.

Before categorizing new threats, it is important to acknowledge that the structure
of many cloud architectures can mitigate or negate some current security threats. If
data are kept in the cloud, for example, then a lost or stolen laptop is much less likely
to put sensitive information at risk. Standardized interfaces could make security
management easier (ENISA, 2009), while the scale of a provider hosting many parties
can generate more information for better threat monitoring. Centralized security
management and monitoring can be more effective than local efforts by IT
professionals with limited security experience.

Still, moving critical systems and data to a network-accessible framework
introduces new classes of vulnerabilities in and of itself, by creating new surfaces to
attack and new interfaces to exploit. When those network resources are built on
systems, platforms and applications shared with others, another set of threat vectors
is introduced. The control mechanism itself can be attacked, breaking down isolation
between users, potentially allowing another user to access data or resources. Even
without direct access, a providers” other clients can learn valuable transaction data
about an organization (Ristenpart et al, 2009). The shared architecture also puts a
cloud user at risk from other cloud users if their bad behavior draws attention from
either law enforcement or media, leading to hardware seizure or bad publicity
(Molnar and Schechter, 2010).

Some threat vectors are not new to cloud, but have somewhat different dynamics.
In a classic IT architecture, PCs inside the organization may be at risk of compromise
through a host of attack vectors exploiting local applications such as browsers or
document viewers. If less data is stored locally, less is immediately at risk, but now
the attacker could compromise credentials to gain access to the user’s cloud
privileges. A compromise to an entire Gmail database probably began with a
compromised PC (Zetter, 2010). Similarly, in an attack on the Twitter management
team in 2009, a compromised email password lead to exposure of a wide range of
other important documents in other cloud infrastructures (Lowensohn and
McCarthy, 2009). Shared authentication tokens can lead to brittle defenses.

Organizations must be careful to safeguard data as they move it around their
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organization, even without the benefit of cloud computing. When they no longer
need data, it must be properly deleted, or else risk leaking sensitive data to the
outside (Garfinkel and Shelat, 2003). When relying on a cloud service to handle data,
appropriate care must be made to arrange for appropriate security management
practices, such as encryption and appropriate deletion.

Similarly, all organizations are vulnerable to an insider attack from a trusted
insider, but moving things to the cloud can raise the costs of misplaced trust. A cloud
system with a well-thought out identity interface and a clear access control system
can restrict access and foster accountability. However, a unified data system with
more people accessing more different types of data through more applications can
actually make it harder to appropriately limit access and detect misuse (Sinclair and
Smith, 2008).

Trends - What Might Get Better Over Time

Cloud technologies are clearly still evolving, and it is important to avoid setting
policies today in reaction to an immature market. Based on observations from
diffusion and maturation of other technologies, we might anticipate some threats
diminishing naturally over time. Both market evolution and a growth of experience
will settle some of the issues discussed above.

Economics drives much of our reaction to security and privacy threats (Anderson
and Moore, 2006). If demand grows, firms will at least pay more attention to
customer concerns about security. Many security mechanisms, such as encryption,
network auditing tools, isolation architectures and even hired expertise have a high
fixed cost, but add little marginal cost to each client. Once investment has been made,
costs can be recouped across all clients without one bearing the complete cost, even if
the features were initially demanded by only a subset of the client base.

Experience will also help. On the technical level, as tools and administrator skills
mature, threats to availability through under-provision or bad scalability should
decrease. Back-end fraud detection will improve with more data, preventing
unauthorized access while reducing false positives. The risk of losing access and data
from a law enforcement investigation should diminish as both the firm and the
agency develop more efficient mechanisms for law enforcement compliance (Molnar
and Schechter, 2010). Experience will also help the user and the provider develop a
more symbiotic relationship, as each gets acclimated to what might be expected of the
other.

Structural Problems That Won’t Go Away on Their Own

Many security and privacy threats, such as malware or the risk of a malicious insider,
appear to be omnipresent aspects the information technology landscape today, and
must be addressed as part of a larger national and international cybersecurity agenda.
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Beyond this background cyber-threat cloud services, however, still pose several
structural and institutional problems. These will require communication and
collaboration between the involved players, and possibly government involvement.

In turning over control of some aspects of their information systems to a cloud
provider, cloud users face what economists call a “principal agent” problem. When a
principal hires an agent, that person cannot be certain that the agent is acting
completely in the principal’s best interest, particularly where the two interests (such
as profits) diverge. This is a problem of information asymmetry. How does the client
know what the provider is doing? This is further complicated by the fact that security
is not an absolute property, and that metrics to compare the relative attributes of
different systems and approaches has proven quite difficult (Bellovin, 2006).

A provider cannot offer an absolute guarantee against a bad outcome, so it must
convince the client that it has taken adequate but economically sensible precautions.
This trust must also be extended to third parties contracted by the provider, over
which the original client has even less control, and little to no information. However,
a study of the Terms and Conditions offered by cloud providers found that they
frequently disclaim any responsibility for the security of the data (Bradshaw, Millard
and Walden, 2010). Responsibility for security lies with the user, even in instances
where the user cannot be expected to take any constructive or defensive action.
Instead, users must rely on the best efforts of the provider, without necessarily having
adequate information about what these precautions comprise. This information
asymmetry is even more important in consumer-level applications, where users may
have even less awareness of the limited responsibility of the provider, and have less
information about the risks.

The principal agent problem is evident in other areas as well. A client may have
privacy preferences, for example, for the provider to challenge law enforcement
demands for data, and insist upon challenging these demands to the full extent of the
law. The provider, on the other hand, may have an interest in developing a long-term
positive relationship with law enforcement agencies. This might be even more
problematic when dealing with a foreign government (Goodman, 2005).

The legal front presents several other concerns for cloud privacy. Many have
commented on the challenge of keeping law current with information technology,
and how citizens use that technology. Privacy advocates point out that electronic
communications currently have stronger safeguards if stored on local than remote file
servers, dating from earlier distinctions between personal and public information.
Through cloud technologies, individuals and organizations safeguard more private
information on third-party systems, but see these systems as extensions of their own
computational environment. A number of court cases in recent years have seen
judges deciding that people who share information with third parties have a
diminished expectation of privacy and therefore do not have the same Fourth
Amendment guarantees against unreasonable search or seizure by government
authorities.

By definition, material stored on a cloud involves voluntarily sharing material
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with a third party. In the eyes of some judges, that puts privacy on cloud platforms
on a lower level than that associated with desktop, laptop, or mobile devices (Oza,
2008). This affords much less protection, allowing law enforcement access to
information without 4" Amendment warrant requirements, and creates uncertainty
the power of the U.S. government over cloud data.

Uncertainty also exists about the power of other sovereign powers. The
decentralized nature of cloud architecture might create a useful fiction that data’s
location is irrelevant to the platform, but that data does exist in the very real space of
bits on a platter spinning in a server located under someone’s jurisdiction. What that
state might see as an opportunity for law enforcement or public safety intervention
could very well be viewed as a flagrant violation by the data owner, used to
operating under a different set of laws.

Some nations are becoming increasingly protective in their treatment of cloud
computing. In the name of national security, they only want to store data within their
own national borders and take the view that the only system they trust is one
operated within their own jurisdictions (Blumenthal, 2010). Inside the United States,
some jurisdictions have put restrictions in place. Cloud agreements negotiated in
some cities have included a promise to store government cloud data within the
continental U.S. Government officials justified this on security grounds, but it limits
the efficiency of cloud computing systems.

Europeans have a data protection directive that precludes data transfers from the
European Union to countries with privacy and confidentiality rules it views as
inadequate (World Economic Forum, 2010). Since this includes places such as the
U.S., this limits the ability of American cloud providers to build cross-national
networks and take advantage of the economies of scale that are a strong feature of
cloud computing.

While an evolving and competitive marketplace should drive better security, it
also presents several concerns for safeguarding data. As some companies win and
others lose in the market place, a client may find its provider shuttered. Absent the
ability to extract one’s data, the losses could be enormous. Moreover, it is critical that
a bankrupt firm not see its clients” data as an asset to be sold.

The ability to extract ones data is also critical for enabling competition in the
cloud by ensuring that customers and users are not locked in or captured by a single
vendor. Lock-in can leave the client vulnerable to increased prices and reduced
features or service. Moreover, reducing the risk of lock-in through data portability
can serve to enhance competition based on quality and features (Armbrust et al,
2009), which could in turn drive security as a market differentiator.

Predictions about the shape of any market is a risky business. If early adopters do
not highlight security as a key feature needed from providers, it will not be a priority
for investment. Security must often be balanced against other desirable attributes
such as speed, usability, information sharing, and, of course, cost. Google encrypted
its cloud mail service Gmail login process, but did not publicly offer the option
encryption of mail sent to the user’s browser until 2008 (Rideout, 2008). A year later, a
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team of security experts complained this option was far from obvious to the layman,
and it should be on by default (Singel, 2009). Google reached the conclusion that the
latency costs of encryption were outweighed by security concerns to set encryption as
the default in early 2010 (Schillace, 2010).

Finally, data aggregation poses its own privacy risks. Among the benefits of a
cloud architecture are the collection and aggregation of data from disparate sources.
Once collected for some primary use, such as portability of electronic health records,
or shared access to government databases, it will be tempting to exploit this collected
information in new ways. This can be incredibly powerful tool, but brings a host of
privacy concerns about how to use data without violating privacy.

A recent Institute of Medicine report on privacy and research found that the
current regulations hinder research without protecting privacy (IOM, 2009). To enable
research, the report calls for the linking of data from multiple sources. Paul Ohm
(2010) observes, however, that is this very linkage that poses the largest threat to
individual privacy by enabling re-identification across contexts.

Inside the government, aggregating information across different databases and
between agencies allows government administrators to operate more efficiently, and
make more informed decisions. However, it is critical to understand who should have
access to what to comply with privacy legislation.

Recommendations

Transparency A key to improving consumer confidence in cloud privacy and security
is transparency and disclosure. Providers need to improve disclosure of privacy
notices and business practices so that users know what is being offered. Prospective
clients and users should be able to understand the security precautions take by a
given provider, and have enough information to make an informed choice between
two alternatives about their risk exposure. Even sharing how a cloud provider
recruits its employees that administer key systems would be useful information.

Absent any formal liability for security incidents, current and potential clients
need to have as much information about risks of cloud services use as possible. One
of the virtues of the cloud is its potential for real-time performance data and on-
demand transparency. For example, companies can offer real-time information on
cloud down-time and data breaches. There is also some limited evidence that public
disclosures of data breaches lead to a financial penalty in the form of reduced stock
prices (Acquisti, Friedman, and Telang, 2006) that, in turn, might lead to risk
mitigation. On-demand transparency gives consumers instantaneous information.
This is an advantage that was not available in the era of paper-based records or some
types of desktop computing.

Competition Beyond transparency, the greatest promise for a more secure set of
cloud infrastructures is a competitive marketplace. A diverse enough pool of market
actors will allow security to be a credible path to differentiating service. This will
engender a positive feedback loop, where firms will market themselves, and even the
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least secure provider will have to raise their level of security. Moreover, a larger
number of platforms and systems will increase the number of potential targets for
attackers, preventing malware specialization and reducing systematic social risk
(Geer et al, 2003). However, providers must be large enough to leverage the
economies of scale discussed above, including security investment, information
sharing, and usable interfaces.

One key mechanism in this equation is exportability of data and code.
Exportability would reduce switching costs, enabling clients to shift to more secure
providers. The marketplace can be further tended by rewarding smaller or newer
players with government contracts, or at very least guaranteeing open forums for
industry collaboration and standard setting. A diverse marketplace allows natural
selection to reward successful market participants with greater market share. This
selection can be artificially guided through blunt instruments such as liability, or
more subtle mechanisms such as federal guidelines or security certifications.

Legal Clarifications This approach to cloud privacy should be clarified because it is
not clear that consumers have a clear sense of which platforms they are using and
how privacy protections vary across domains. During the course of a day, people
shift quickly from cloud to desktop to flash drives without thought to how
confidentiality rules differ. When they shift from a desktop to the cloud, most
consumers are unaware that their privacy rights drop precipitously. Ideally, congress
should act to require a “probable cause” search warrant that is approved by a judge.
This would provide greater safeguards for online content, pictures, geolocation data
and emails. Such legislation is supported by a broad coalition of cloud providers,
technology firms and advocacy groups from across the political spectrum (Helft,
2010).

In addition to updated privacy protections, the law must also reflect how cloud-
based data and systems will become a new target for online criminals. The Computer
Fraud and Abuse Act of 1986 should be updated to clarify its definition of presumed
losses through cloud computing. The law is vague on whether the maximum penalty
of up to five years in jail and as much as a $250,000 fine for unwarranted intrusions
applies to the cloud data center as a whole or each individual and business account
that is accessed. Ideally, penalties should apply to each cloud account that is
compromised. Otherwise, the penalties for unwanted cloud intrusions are artificially
low given the magnitude of the possible losses.

Congress should amend the Computer Fraud and Abuse Act to strengthen
penalties for unwanted intrusion into computing systems. The law now has
inconsistent penalties and prosecutors have found that it is hard to prosecute cyber-
crimes. We need to close that loophole in order to assure effective enforcement of the
law.

Stakeholder Engagement

Strong privacy and security protections should be important to all parties, but some
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effort will be necessary to identify mutually beneficial paths towards mitigation of
threats in the cloud. The technical costs may not be the stumbling block, since
building them in early and raising demand for a baseline of protection could apply
across the industry. Harder to internalize are the changes that must happen outside of
the cloud industry itself and in the larger community of cloud computing
stakeholders: consumers, firms, investors, regulators and lawmakers.

Users and cloud providers will have to mutually discover the willingness to pay
for security features and privacy protection, particularly as they trade off against
other attributes. Moreover, the providers and users will have to work together to
establish mechanisms to promote trust, as well as make the business case for security
investment. Currently, the onus seems to be on the client to seek answers to a host of
security and privacy-related questions from service providers (Hathaway, 2010). We
cannot take for granted that answers are readily available, let alone consistent with an
organization’s or individual’s approach to risk.

The lack of liability claims stronger than “best effort” make it difficult to build in a
security model that maps to a mature risk posture. Other options include
standardized and reliable auditing reports, compliance certifications and best
practices. These should be developed with as wide a set of stakeholders as possible,
with particular attention to privacy advocates.

The users of cloud services must also work together to further promote
interoperability. Governments should make efforts to develop cross-border
agreements on cloud computing. If nations can reach agreement on basic privacy,
security, and access control rules, it would pave the wave for cloud networks and
data-sharing on an international scale. This is not a trivial task, but by starting small
and focused on particular areas of compromise, progress could be made towards a
broader domain of sharing that would head off a cloud-balkanization. Absent
national legislation, states could work through standards bodies to build sharing
frameworks that comply with diverse data demands while still allowing some of the
benefits of cloud portability and distributed access.

Conclusion

There is reason to be optimistic about the gains to be had from a transition of many
information services to a cloud architecture. Cloud computing makes possible cost
savings, scalability, and more efficient use of IT resources, among other things.
However, the risks to privacy and security from cloud computing cannot be ignored.
Not all these risks are new, and some of them can be mitigated through technology
investment and due diligence from the client. But others are systematic in nature, and
may not be solvable through unilateral innovation.

Uncertainty dominates the client’s ability to forecast risk and the data subject’s
expectation of privacy. Transparency would support selection towards a more
security-conscious cloud universe, and market competition can enable that shift.
While some uncertainty will always be present in a world of network threats, clarified
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regulations and cooperation among the relevant stakeholders can put these platforms
on an assured footing moving forward.
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