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The GW CyberCorps 
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upcoming 2016 - 2017 
academic year. 
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fully funded tuition and 
fees, a living stipend, book 
allowance, and a 
professional development 
fund. 
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packages are due 
byJanuary 31, 2016. 
 
Click here for more 
information. 

 

         January 11, 2016 
 

Five (5) events scheduled in the 
Greater Washington Area in the 
next few weeks.  

 

CSPRI goes to ShmooCon 
 

 

 
 

Trey Herr and Eric Armbrust of CSPRI will be 
presenting 'Making MIlware: An Interdisciplinary 
Tryst' at ShmooCon 2016. 
 
For more, please read the paper their talk is based 
on. 

 

Legislative Lowdown 

-Lawmakers pushing for global cyberspace norms 
have scored an early win, according to The Hill. 
"The major cybersecurity bill that President 
Obama signed into law two weeks ago includes a 
clause requiring the State Department to publicly 
produce an international cyberspace policy within 
90 days," writes Cory Bennett. "The edict is the 
product of months of cajoling from cyber-focused 
lawmakers on Capitol Hill, who regularly have 
warned that the lack of global cyberspace rules 
poses serious dangers." Read more here. 

 

Events 

January 12 
Wassenar: 
 Cybersecurity and 
Export Control 

 
January 12 
B2G & Commercial 
Cyber Forum: 
 Importance of Breach 
Response Planning 

 
January 14 
Privacy Con 

 
January 15 - 17 
ShmooCon 

 
January 18 
ShmooCon Epilogue  

 
 

Click here for 
detailed 
descriptions 

 

  

http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaPWkAqduiwvwE5iSrP67f24YHkHjxZK8P-zi-ekUqMzuuPfRz-D-TkLM7IgmdH80-daRqiyL4pcnHcfGbo0cuiaN2SOu_1_K4R6OJ8CTUi4ccaprs1C9XwHE4QtuVOxNdlP2j3xHIr-6&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaPWkAqduiwvw5r4aa-AaSe53G2dPlIGixioMJ69vftasBbTplU38-A609X0wJvb_88wY94_hZlQ_7mppZ5a4VbqRIznbYjxNJj3Ia4-ZdTipQYXRSA0fIcVoe1srZVzV3IHbVvVzg0_-N2HRJmRS-Kg=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaPWkAqduiwvw67RrEx6TnHTjKqXbnAPDnpI7OAO6B475JdJDQdEo6jV8T-P4vbN1uytb6KgFQScy1rhttHlcI6c4AYVF6ipsYmILuTo-Lf0Z25DM3WkTvAyx-h0D49V9zguYeUbDunk99ncoXh1EYa0=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaPWkAqduiwvwnYi66SkF3Jz1JRBazU83cVcexyDoIFLr04AW7iaY5e8eMrZRNfSQyL1EuxUW1A8wSaWoFtyj3BvzIMKnVlyGAxtojYj3g63jWvi8TRZT5nMt0hPQPtGW-4BUJ2wnHwqf&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaJxUd9zVxb2mhu_ceigozcxU8KPUXcir8xadC06gTZqvHuX4llzEU-nVHB3JhrbEVjgvsXpB3GW1axXotCyI-n0E6FCJo7_dOcyLAgGdcnFxdkMyfNvocqR6yiW-XuJ0J5TMOa2pjMWG&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaP1z0mveC5Ocd8JLj6kZAaMcC63tbtpdNAgmqLM8KJplRN0Dn2mzOYZoPvCELJL2Z6BNDNRnc-YYzn8D1W7QUM_hJkQpa62Yv5XpgzrCgtEaPOxyHUDTrE_U8zbgXeNaxGtpPLkVvzDw&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaP1z0mveC5Ocd8JLj6kZAaMcC63tbtpdNAgmqLM8KJplRN0Dn2mzOYZoPvCELJL2Z6BNDNRnc-YYzn8D1W7QUM_hJkQpa62Yv5XpgzrCgtEaPOxyHUDTrE_U8zbgXeNaxGtpPLkVvzDw&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaP1z0mveC5Oc1ef7WiUSF40Cos316_hfuICf-t_eko_viPT2xbpUW_Ja-_Wm9Qe2tKDH8HV2wp_h-oF9bqjFOK8fX_OEYUvD7dI2GabgRTHoZAJBTTzyaI2EWUJ3uQBkfoVBmRxdX9RM&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaP1z0mveC5OcxoAwp98cnJfXcrildsCEo604PVbj9vA7PMp5dSpqlTn4_Nm9jQzHfvL0hFb2FY0bSKFMuPtm0I8qz5MxCGPpv1YyvxwQiHZskanYwpMiMDufw-zRbIEZAPk1eB-J2Sn6nKH5B9nTYcFQhwwXLeVKJs9Xzf3KBwHZKQuJrRXrwU9ebJiR-aGcWFC6c4glD0IQLjRRu3oJky5KnrScHe0Xog==&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaDaWuDBfOfEzjM7JFnYnq1KRFNdkZI6FCuLT93lppKAk3HtXrsVa60M6y8_99rpYvJjuIxnDBoA5-2Wq2VzlLL8g4CM2ctO21ySa0p-PalKpDmUI975rKtAYZDvcP4sBnvLOb-gDi7AmKjAmL0x-id4=&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==
http://r20.rs6.net/tn.jsp?f=001aHqkZ4kwICbHsNoK0ayE8lgWhHvrSZZ-HA_AOKZIsAuv0ihL0elzaPWkAqduiwvwOSXSCfLgXL3_hkSE36kYLE_CpALjvW813OSKH7yFDGCr0FA3c-VLTtOkC965uOR3zjKKecZBLPcxJfWsrTrBSgKMb6D8GG1xj4GY8XlsMLRvj5zOca7jPcFag1wMD7cLoMFXyhlI_JLKgaNfVYiTZQ==&c=4_AzNUBTvgCLTMbUOfl6E28L68RJH8nj1Jfwib7zQS0zxlHOj1_MTQ==&ch=Sdx-iivoUUKImsIFau1VmMnfh1_P3mMHuvWvFjH0e6Uz41XmCYIb9w==


Follow Us 

Follow us on Twitter: 
@gwCSPRI 

  
Follow CSPRI Director, 

Lance Hoffman: 
@lancehoffman1 

 
Follow CSPRI Associate 
Director, Costis Toregas: 

@DrCostisToregas  
 

 

 

  

 
Bennett also writes about a surveillance bill in the 
United Kingdom that is getting some stiff 
resistance from some of the biggest technology 
giants. "The draft measure, known as the 
Investigator Powers Bill, would require Internet 
companies to retain customers' Web activity for up 
to a year and compel them to help investigators 
access that data upon request," Bennett reports.  

Cyber Security Policy News 
 

Ukraine cyber attack:  Power outage  

-A cyber attack on Dec. 23 in Ukraine appears to 
have caused a power outage for hundreds of 
thousands of people there. Ars Technica reports that 
the outage left about half of the homes in the Ivano-
Frankivsk region of Ukraine without electricity, and 
that local reports blamed the outage on malicious 
software that disconnected electrical substations. 
"On Monday, researchers from security firm iSIGHT 
Partners said they had obtained samples of the 
malicious code that infected at least three regional 
operators," wrote Dan Goodin. "They said the 
malware led to 'destructive events' that in turn 
caused the blackout. If confirmed it would be the first 
known instance of someone using malware to 
generate a power outage." 
  
In follow-up analysis of the malware allegedly used in 
the attack, a central European software firm said the 
Ukrainian attack was broader than initially reported. 
"While Prykarpattyaoblenergo was the only Ukraine 
electric firm that reported an outage, similar malware 
was found in the networks of at least two other 
utilities," according toReuters. 
  
Juniper software backdoor discovered 

-Security experts continue to ask questions 
surrounding the mysterious and apparently 
unauthorized addition of a software "backdoor" in 
Internet routers made by Juniper, a software firm 
whose technology is run by some of the biggest tech 
giants. Wired.com writes that since news of the 
backdoor broke last month, Juniper "has refused to 
answer any questions about the backdoor, leaving 
everyone in the dark about a number of things," 
writes Kim Zetter. "Most importantly, Juniper hasn't 
explained why it included an encryption algorithm in 
its NetScreen software that made the unauthorized 
party's backdoor possible." 
 
Microsoft takes a stance 

-Microsoft Corp. said last week that it will begin 
telling users of its e-mail and cloud storage services 
whenever government-backed hackers may have 
targeted them. According to a blog post by Microsoft 
Corporate Vice President Scott Charney, the policy 
expands on existing procedures where Microsoft tells 
users if they believe an account has been targeted or 
compromised by a third party. 
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FTC on data breaches 

-The Federal Trade Commission is again weighing 
into the debate over whether companies are doing 
enough to protect their customers from data 
breaches. GovInfoSecurity reports that last week the 
FTC announced a $250,000 settlement with Henry 
Schein Practice Solutions, a New York-based 
provider of practice management software for dental 
practices, stemming from the company's false 
advertising about encryption capabilities. 
 
State lawmakers on student data 

-The Washington Examiner found that state 
lawmakers are questioning whether limits should be 
placed on how much information tech giants are 
allowed to harvest from students. "The legislation 
was modeled after a California law passed in early 
2014, he said. Dubbed the Student Online Personal 
Information Protection Act, or SOPIPA, the law 
prohibits companies from amassing student data and 
using it for commercial purposes," writes Rudy 
Takala. "Since California approved its legislation, the 
backlash has grown against companies seeking to 
profit off student data. That sentiment made it to 
Washington in early December, when the Electronic 
Frontier Foundation filed a complaint against Google 
with the Federal Trade Commission." 
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